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1 Intr oduction

Cobain(originally COllaborative BluetoothAd-hocIntegration Network) is a light-
weightad-hocnetworking framework (or “platform” in thesensethatit offersa com-
municationsAPI andservices)for SymbianSymbianOS environments. It hasbeen
designedperformanceanda smallmemoryfootprint in mind. The framework offers
normalUNIX -like socket API, hiding the underlyinglow level datatransportation
layer. Currently, network interfaceimplementationfor Bluetoothexists,andIrDA in-
terfaceis planned.

1.1 Symbian OS

SymbianSymbianOSis anoperatingsystemdesignedspeci�cally for thedemandsof
mobile devices. The mostknown Symbianbaseddevicesarethe latest(by the time
of thiswriting) mobilephonesof Nokia,for exampleNokia7650/3650/9210i/6600/N-
GageandSiemensSX1.

2 Moti vation

Developmentof BluetoothawareSymbianapplicationsis oftenunnecessarilydif�cult
as the currentAPI is way too complex for simple applications. Complexity of the
API causesdevelopersnot to adaptBluetoothfeaturesto their applicationsandthus
availability of Bluetoothcapableapplicationsis not increasingasis expected.

Cobainaimsto offer a solutionthatallows developersto developBluetoothawareap-
plicationswithoutprior knowledgeaboutBluetoothprotocolstackandits complexity.

3 Cobain

Cobainprovides UDP-like unreliabledatagramprotocol. Unreliability is a known
designdecisions: reliability featuresare left outsidethe scopeof Cobainas all of
thedesiredbearerlayersprovide reliability features.TheCobainplatformconsistsof
multiple layers;the lowestlayer is basicallyjust anef�cient, easy-to-usenetworking
API thathidesthecomplexity of Bluetooth/IrDA/GPRSconnectivity. Abovethatthere
is theconceptualnanoIP(seesection6) layer, providing addressingfunctionality for
the packets. Above that thereis the ad-hocrouting (seesection7) layer that adds
routing capabilitiesbetweendevicesin differentpiconets.Additional layersmay be
inserted,given their designdoesnot breakdown the functionalityof the layerabove
them. Futureplansincludea multiplayergamingAPI layer that would offer a basic
framework for building a commonclient-server networking environmentfor gaming
or similaruse.Theclient softwaremayresideabove any of theselayers.

For moretechnicaldesigninformationconcerningCobain,seetheSection4.1.
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3.1 Goalsof the project

In the�rst phaseof Cobain,thefollowing deliverableswill beready:

� Bluetoothdriver

� Proprietarydatagramserver

� An exampleapplication

All thesourcecodewill bewrittenwith SymbianC++.

4 Ar chitecture

This sectiondiscussesthe architecturaldesignof the framework. While section4.1
describestheobject-orienteddesignof thecode,section4.2explainshow thesystem
�ts into theclient-server modelof theSymbianOSoperatingsystem.

4.1 Object-oriented design

Oneof thecornerstonesof Cobaindevelopmenthasbeeneaseof applicationdevelop-
mentwith it. For example,aminimalsocket applicationwishingto connectto another
device runninga givenservicerequiresno morethana few linesof codeandno prior
knowledgeaboutBluetoothstackin orderto performthefollowing steps:

� discover thedevicesavailablefor Bluetoothconnection

� discover theservicesavailableon theselecteddevice

� connectto thegivenservice

� sendandreceive arbitrarydatato andfrom theremoteservice

� closetheconnection

Below is anUML diagramdescribingCobain's classstructure:

4.2 Cobain and Symbian's client-server model

SymbianOS is basedon interprocessclient-server relationshipsframework. In the
framework, eachserver is responsiblefor handlingasystemresourceandsharingit to
theclients. In thebasiccon�guration of SymbianOS,for example,accessto the �le
systemis donetroughthe�le server.

Eachserver is run in its own processin its own thread.Thecommunicationbetween
client andserver processesis doneby passingsimplemessagesin a synchronousor
in anasynchronousway. Thepassedmessageitself canbedata,or it canbea pointer
pointingto theactualdatablock.
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Figure1: Cobainclient-sideclassdiagram
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Figure2: Cobainserver-sideclassdiagram

Themainbene�t gainedwith theclient-server architectureis theincreasedcomponent
re-usabilityandstrictly controlledresourceaccess.As eachserver is usuallybased
only on onethread,thereis no needfor any kind of concurrency control insidethe
server process,which makesthe codemoresimpleandlesserror-prone. Insteadof
usingmultiple threadsinsideoneprocess,multitaskingis implementedby usingSym-
bianOS'sactive objectsandasynchronouseventhandling.

4.3 Underlying technologyabstractions

The basicideaof this work is to provide a platform providing abstractionthat hides
the transmissionprotocol layer. ThusCobaincould be usedover for exampleIrDA
or GPRS,andthe only differencefor the userwould be the selectionof the carrier
protocol.Automatizationfor theselectionof thecarrierprotocolcouldbeaddedalso;
theCobainplatformcoulddecideto useIrDA insteadof GPRSwhenavailable. This
approachwould, naturally, requireadvancedaddressingtechniquesfor identifying a
nearbyIrDA capabledeviceasagivenGPRSpeer.

Themaininterestliesin Bluetooth,however, becauseof its superiorperformancecom-
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paredto theothersandthefactthatdoesnothaveexistingsupportfor TCP/UDPpack-
aginglike GPRSandis not limited to a singlepeer-to-peerconnectionlike IrDA, it
makesthemostinterestingsubjectfor this research.Also astheconceptof scatternet-
ting is alreadywell-known [1], no additionalresearcheffort is requiredto prove the
possibility of building ad-hocrouting on the top of it, makingit possibleto directly
focuson thedesignandoptimizationof suchasystem.

As protocolssuchasIrDA andBluetoothsupportonly peer-to-peerconnectionswith
no speci�c addressingmechanisms– the connectionis merelyestabilishedbetween
two devices using their 48bit hardware Bluetoothaddresses– somekind of an ad-
dressingmechanismhasto beaddedin orderto beableto do ad-hocroutingbetween
devicesandbetweenpiconets(TODO: cite). For this, NanoIPtechniquesareused.
For discussionaboutNanoIP, seesection6.

4.3.1 Cobain Bluetooth implementation

TheBluetoothimplementationof Cobainis built on thetop of theexisting Bluetooth
transportlayerprotocolsL2CAP andRFCOMM (see[2]). Whenanapplicationbuilt
on top of Cobainwishesto communicatewith a non-Cobainpeer, eitherL2CAP or
RFCOMMmaybeselected,dependingontheimplementationof theotherpeer. When
two Cobainpeerscommunicate,L2CAP shouldbe selectedas the one with better
performance.With native Cobainapplications(suchasthe built-in ad-hocrouting),
L2CAP is alwaysused.Figure3 shows theCobainprotocolstackrunningon L2CAP.

Bluetooth radio

HCI

L2CAP

COBAIN

NanoIP

Ad-hoc routing

Applications

Figure3: CobainBluetoothimplementationon top of L2CAP. Bluetoothservicesof-
feredby the hostplatform (SymbianOS) have a blue background,while the layers
belongingto Cobainareon a greenbackground.Serviceson top of Cobainareon a
redbackground.

5 Performanceconsiderations

Oneof the down-sidesof the client-server framework is that all the communication
betweenclientsandserversis inter-processcommunicating(IPC)causingperformance
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penaltyasit involvescontext switchesanddatatransfersbetweenindependentaddress
spaces.

To tacklethisproblem,relatedserverscanbecon�guredto run in thesameprocessor
to usesharedmemoryfor IPC.

6 NanoIP

Discussionin this sectionis mainlybasedon [3].

NanoIPis a protocolsuitedesignedfor themostminimal devices(usuallyembedded
devices). In embeddedenvironments,theusereal-IPcanbeimpossibleasit takestoo
muchbandwidth,power or memory.

In nanoIP, thereis noseparatednetwork-layernornetwork-layeraddresses.Insteadof
them,48-bit MAC addressesareused.As a consequence,nanoIPcanonly beusedin
subnetworks whereall network nodesareareaccessibleby MAC address.However,
separatenanoIPnetworkscanbeattachedtogetherthrougha protocolbridge.Bridges
canalsobeusedto attachnanoIPnetwork with a real-IPnetwork. SeeFigure.... As
no gateway or coordinatingdevice is necessary, nanoIPis ideal for infrastructureless
peer-to-peercommunication.

nanoIPis calleda protocolsuiteasit consistsof two protocols,namelynanoTCPand
nanoUDP, which areintroducedin the following sections.Basicallytheseprotocols
combinethemostimportantfeaturesof network- andtransport-layers.

6.1 nanoUDP

As its full-featuredbig brother, nanoUPDis a connectionlesstransportprotocol. It
providesbasicencapsulationandan applicationmultiplexing with ports. nanoUDP
protocolframecanbeseenin Figure4.

Protocol Length

Src portLength cont.

Flags

Dst port

Data

70 3 15

Figure4: nanoUDPprotocolframe
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6.2 nanoTCP

nanoTCPis light-weightversionof real-TCP, it providesconnectionorientedandre-
liable transportof datagrams.Theprotocolframeon nanoTCPcanbeseenin Figure
5.

Data

Protocol Length

Src portLength cont.

Flags

Dst port

70 3 15

Sequence

Sequence cont Ack

Ack cont

Figure5: nanoTCPprotocolframe

nanoTCPoffersthesamesetof featuresasreal-TCP, exceptthefollowing features:

� smallerportnumberspace

� nopushfunctionality

� �x edwindow size,i.e. it doesnosupportadaptive �o w control

� nochecksum

� roundtrip time-outcalculationcanbedonein animplementation-speci�cman-
ner

7 Ad-hoc routing

This sectiondescribestheplannedad-hocpacket routing. This approachrequiresthat
Bluetoothdevicescansimultaneouslyactasa masterin onepiconetandasa slave in
anotherpiconet.This kind of behavior is calledscatternetting, andby thetime of this
writing is not supportedby theSymbianOSdeviceson themarket. For moreon scat-
ternets,see[1]. The routingsystemis basedon thesameideathat IP routing: every
nodetakingpartin theroutingmaintainsaroutelist andanaddresslist for everyroute.
Unlike in IP routing,theaddresslist maycontainevery destinationaddressreachable
via that route;this is possibledueto therathersmallnumberof hostsparticipatingin
thescatternet.In thefutureastherangeof Bluetoothsignalgrows (andpossibleinte-
grationof ad-hocroutingover TCP/IP, seesection7.4) it may berequiredto change



Copyright (c) 2002-2003Matti Dahlbom,Matti Kokkola 7

the algorithmto prevent thedestinationaddresslists of growing too large. The con-
structionof the scatternetrequiresa �netuned masterselectionalgorithmaseachof
theroutingtreenodescontainsthecompleteaddresslist of all of thereachablenodes
in its subtrees.

7.1 Packet routing

Whena hostparticipatingin a scatternetreceivesa packet, it performsroutingfor the
packet asfollows:

1. Checkswhetherit is thedestination;if is, consumethepacket

2. Checkswhetherthedestinationis includedin theaddresslistsof any of its chil-
dren;if is, sendsthepacket to thatchild

3. If connectedto aparent,sendsthepacket to theparent.If not,dropsthepacket.

Theprocessof sendingapacket is thesame.

7.2 Joining a scatternet

Joininga scatternetis a ratherstrenuousoperationas it involves introducinga new
addresslist to thewholescatternetroutingtree.Whenahostwishesto join ascatternet,
thefollowing stepsneedto betaken:

1. Thepointof connectionin thescatternetmustbedecided.Thismeansselecting
a hostalreadytakingpart in thescatternetto connectto. A selectionalgorithm
shouldbeusedto pick a hostwith aslarge destinationaddresslist aspossible;
a large addresslist depictsa positionnearthe root of the tree. Connectingto
a nodenearthe root of the tree makes the route shorter, thus offering better
performancein therouting. This requiresestabilishingconnectionto all of the
nodesin thereachandrequestingthechild list, whichmaybea slow operation.
If theconnectionto a hostcannotbeestabilished(it alreadyhasthemaximum
numberof Bluetoothconnectionsin use),the host is ignored. If a connection
is refusedto all of the in-rangedevicesin the scatternet,the connectionto the
scatternetitself is consideredto berefused.

2. Theconnectinghostcreatesa list of adressescontainingall of theaddressesin
thedestinationaddresslistsof its childrenandinsertsits own addressasthe�rst
entryin thelist.

3. Theconnectinghostsendsthecreatedaddresslist to thehostit connectsto; its
new parent.

4. Theparentnodecreatesa new routingtableentry, assumingthedestinationad-
dresslist suppliedby theconnectinghostto theroute.

5. Theparentnodethencontinuesto step2 in theroleof theconnectingnode;this
processis recursive andcontinuesuntil aparentlessnode(tree's root) is met.
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7.3 Parting fr om a scatternet

Parting from a scatternetis a straightforward task,althoughit is almostastime con-
sumingthanjoining one;a nodeparting(disconnecting)from its parentdoesnothave
to do anything; its subnetremainsasit was.Theparentnodewhosechild disconnects
deletesthe routeto the child andthe destinationaddresslist belongingto it. It then
informs its own parentaboutthe removal of a setof addresses.The parentthenre-
movesthelist of givenaddressesfrom thatroute'sdestinationaddresslist, andinforms
its own parentin thesamefashion.This, again,is a recursive processthat is repeated
until aparentlessnode(tree's root) is met.

7.4 Ad-hoc routing over the Inter net

Networking over Bluetoothis – evenwith thescatternetsupport– very limited asthe
devicesmustbein closerangewith oneother. IrDA on theotherhandis limited to a
singlepeer-to-peerconnection,andGPRSis very slow. This is why it is desirableto
haveanalternative wayof communicationbetweenBluetoothpiconets.Oneapproach
is to have a Bluetooth- internet- Bluetoothbridge to connectthe piconets.This is
accomplishedby having stationscapableof both Bluetoothand internetconnectiv-
ity. Examplesof suchstationsarePCsandspecialBluetoothaccesspoints,running
a programmableoperatingsystemandhaving an ethernetconnection.The ideais to
write softwareto suchstationsto handlebothBluetoothandinternetconnectionsand
to interconnectthese. Two stationssharean internetconnectionand eachsharesa
Bluetoothconnectionto a Bluetoothpeer. Thestationsmaintaina mappingbetween
theBluetoothconnectionsandtheinternetconnections.NanoIPor similar addressing
techniqueis appliedto thepacket exchangeby theendpeersto addresstheBluetooth
network beyondtheotherstation.This traf�c passesthroughthebridgestationstrans-
parently.

8 Conclusionsand futur ework

Limitationsof closerangeinformationtransmissiontechnologiessuchasBluetoothor
IrDA make it impossibleto �e xibly build a communicationssystemwith anarbitrary
numberof peers.As thenumberconnectionsperhostis limited comparedto theinter-
networld, sharingdatawith many hostsatonceis impossible,andmanualconnection
handlingis required.

This is whatCobainwasdesignedto address;to offer a robust,scalableplatformca-
pableof constructingnetworks with unlimited numberof participantson-the-�y and
to handlepacket traf�c routingbetweenthehostsin thatnetwork transparentlyto the
userapplication.

While thescatternettingoperationsandpacket routingrequiresomeadditionalmem-
ory in the form of maintainingtheroutelists, their functionality is ef�cient anddoes
not take up muchCPUresources.

At its simplest,Cobainactsasa simpli�ed communicationsAPI; it savesthe trouble
of writing hundredsof linesof coderequiredto discover thedevicesandtheirservices,
handletheconnectionsandthelow-level sendingandreceiving of thepackets.
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Thebasicfunctionalityof Cobainhasbeencompletedandtested;thedesignandex-
perimentalimplementationfor thead-hocrouting layerhasbeenestabilished.When
the deviceshave the supportfor scatternetting, the functionality may be testedand
improved.

Meanwhile,thefocusof furtherdevelopmentwill beontheinternetbridge,asit would
beenormousassetin amultiplayergamingenvironment,for example.It remainsseen
whatkinds of otherdevelopmentinterestsCobainwill receive after its releaseunder
theGNU PublicLicence.
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