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1 Intr oduction

Cobain(originally COllaborative BluetoothAd-hocIntegration Network is a light-

weightad-hocnetworking framework (or “platform” in the sensdhatit offersa com-

municationsAPI andservices)for SymbianSymbianOS ervironments. It hasbeen
designedrerformanceanda small memoryfootprintin mind. The framework offers
normal UNIX -like soclet API, hiding the underlyinglow level datatransportation
layer Currently network interfaceimplementatiorfor Bluetoothexists,andIrDA in-

terfaceis planned.

1.1 SymbianOS

SymbianSymbianOSis anoperatingsystemdesignedpeci cally for thedemand®f
mobile devices. The mostknovn Symbianbaseddevices arethe latest(by the time
of thiswriting) mobile phonef Nokia, for exampleNokia 7650/3650/9210i00/N-
GageandSiemensSX1.

2 Motivation

Developmenibf Bluetoothaware Symbianapplicationss oftenunnecessarildif cult
asthe currentAPI is way too complec for simple applications. Compleity of the
API causedevelopersnot to adaptBluetoothfeaturesto their applicationsandthus
availability of Bluetoothcapableapplicationds notincreasingasis expected.

Cobainaimsto offer a solutionthatallows developersto develop Bluetoothawareap-
plicationswithout prior knowledgeaboutBluetoothprotocolstackandits compleity.

3 Cobain

Cobain provides UDP-like unreliabledatagramprotocol. Unreliability is a knowvn
designdecisions: reliability featuresare left outsidethe scopeof Cobainas all of
the desiredbearerdayersprovide reliability features.The Cobainplatform consistsof
multiple layers;the lowestlayeris basicallyjust an ef cient, easy-to-us@etworking
API thathidesthecompleity of Bluetooth/IrDAVGPRSconnectiity. Above thatthere
is the conceptuahanolP(seesection6) layer, providing addressingunctionality for
the paclets. Above that thereis the ad-hocrouting (seesection7) layer that adds
routing capabilitiesbetweendevicesin differentpiconets. Additional layersmay be
inserted given their designdoesnot breakdown the functionality of the layer above
them. Futureplansinclude a multiplayergamingAPI layer thatwould offer a basic
framework for building a commonclient-serer networking environmentfor gaming
or similaruse.Theclient softnaremayresideabove ary of theselayers.

For moretechnicaldesigninformationconcerningCobain,seethe Sectiord. 1.
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3.1 Goalsof the project
In the rst phaseof Cobain,thefollowing deliverableswill beready:

Bluetoothdriver
Proprietarydatagransener

An exampleapplication

All thesourcecodewill bewrittenwith SymbianC++.

4 Architecture

This sectiondiscusseshe architecturaldesignof the framewvork. While section4.1
describeghe object-orientedlesignof the code,section4.2 explainshow the system
ts into theclient-serer modelof the SymbianOS operatingsystem.

4.1 Obiject-oriented design

Oneof thecornerstonesf Cobaindevelopmenthasbeeneaseof applicationdevelop-

mentwith it. For example,aminimal soclet applicationwishingto connecto another
device runninga given servicerequiresno morethana few linesof codeandno prior

knowledgeaboutBluetoothstackin orderto performthefollowing steps:

discover thedevicesavailablefor Bluetoothconnection
discover theservicesavailableon the selectedievice
connecto thegivenservice

sendandreceve arbitrarydatato andfrom theremoteservice

closetheconnection

Below is anUML diagramdescribingCobains classstructure:

4.2 Cobain and Symbian's client-sewver model

SymbianOS is basedon interproces<glient-serer relationshipsframework. In the
framework, eachseneris responsibldor handlinga systemresourceandsharingit to
theclients. In the basiccon guration of SymbianOS, for example,accesgo the le

systemis donetroughthe le sener.

Eachseneris runin its own processn its own thread. The communicatiorbetween
client andsener processess doneby passingsimple messagef a synchronousor
in anasynchronousvay. The passednessagdéself canbedata,or it canbea pointer
pointingto theactualdatablock.
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Figurel: Cobainclient-sideclassdiagram
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Figure2: Cobainsener-sideclassdiagram

Themainbene t gainedwith theclient-serer architecturas theincreasedomponent
re-usabilityand strictly controlledresourceaccess.As eachsener is usually based
only on onethread,thereis no needfor ary kind of concurreng control insidethe
sener processwhich makesthe codemore simple andlesserrorprone. Insteadof
usingmultiple threadsnsideoneprocessmultitaskingis implementedy usingSym-
bian OS's active objectsandasynchronousventhandling.

4.3 Underlying technologyabstractions

The basicideaof this work is to provide a platform providing abstractiorthat hides
the transmissiorprotocollayer Thus Cobaincould be usedover for examplelrDA

or GPRS,andthe only differencefor the userwould be the selectionof the carrier
protocol. Automatizatiorfor the selectionof the carrierprotocolcould be addedalso;
the Cobainplatform could decideto uselrDA insteadof GPRSwhenavailable. This
approachwould, naturally requireadvancedaddressingechniquedor identifying a
nearbylrDA capabledevice asa givenGPRSpeer

Themaininterestiesin Bluetooth however, becausef its superioperformanceom-
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paredto the othersandthefactthatdoesnothave existing supportfor TCP/UDPpack-
aginglike GPRSandis not limited to a single peerto-peerconnectionlike IrDA, it
makesthe mostinterestingsubjectfor this researchAlso asthe concepbf scatternet-
ting is alreadywell-known [1], no additionalresearcteffort is requiredto prove the
possibility of building ad-hocrouting on the top of it, makingit possibleto directly
focusonthedesignandoptimizationof sucha system.

As protocolssuchasIrDA andBluetoothsupportonly peerto-peerconnectionswith
no speci ¢ addressingnechanisms- the connectionis merely estabilishedetween
two devices usingtheir 48bit hardware Bluetoothaddresses somekind of an ad-
dressingnechanisnhasto be addedn orderto be ableto do ad-hocroutingbetween
devices and betweenpiconets(TODO: cite). For this, NanolPtechniquesare used.
For discussioraboutNanolP, seesection6.

4.3.1 Cobain Bluetooth implementation

The Bluetoothimplementatiorof Cobainis built on the top of the existing Bluetooth
transportayer protocolsL2CAP andRFCOMM (see[2]). Whenan applicationbuilt
on top of Cobainwishesto communicatewith a non-Cobainpeer either L2ZCAP or
RFCOMM maybeselecteddependingntheimplementatiorof theotherpeer When
two Cobainpeerscommunicate L2ZCAP shouldbe selectedas the one with better
performance.With natve Cobainapplications(suchasthe built-in ad-hocrouting),
L2CAP is alwaysused.Figure3 shavs the Cobainprotocolstackrunningon L2CAP.

L2CAP

HCI

Bluetooth radio

Figure3: CobainBluetoothimplementatioron top of L2ZCAP. Bluetoothservicesof-
fered by the host platform (SymbianOS) have a blue backgroundwhile the layers
belongingto Cobainareon a greenbackground.Serviceson top of Cobainareon a
redbackground.

5 Performanceconsiderations

One of the down-sidesof the client-serer framevork is thatall the communication
betweerclientsandsenersis interprocessommunicatinglPC) causingperformance
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penaltyasit involvescontet switchesanddatatransferdetweenndependenaddress
spaces.

To tacklethis problem,relatedsenerscanbecon guredto runin the sameprocessor
to usesharednemoryfor IPC.

6 NanolP

Discussionin this sectionis mainly basedn [3].

NanolPis a protocolsuitedesignedor the mostminimal devices(usuallyembedded
devices).In embedde@rvironmentsthe usereal-IPcanbeimpossibleasit takestoo
muchbandwidth powver or memory

In nanolRthereis no separatedetwork-layernor network-layeraddressednsteadof
them,48-bit MAC addresseareused.As a consequenceanolPcanonly beusedin
subnetwerks whereall network nodesareareaccessibléoy MAC address However,
separat@anolPnetworks canbe attachedogetheithrougha protocolbridge. Bridges
canalsobe usedto attachnanolPnetwork with areal-IPnetwork. SeeFigure.... As
no gatevay or coordinatingdevice is necessarynanolPis ideal for infrastructureless
peerto-peercommunication.

nanolPis calleda protocolsuiteasit consistof two protocols,namelynanoTCPand
nanoUDPwhich areintroducedin the following sections.Basicallytheseprotocols
combinethe mostimportantfeaturesof network- andtransport-layers.

6.1 nanoUDP

As its full-featuredbig brother nanoUPDis a connectionlessransportprotocol. It
provides basicencapsulatiormand an applicationmultiplexing with ports. nanoUDP
protocolframecanbeseenn Figure4.

0 3 7 15
Protocol Flags Length
Length cont. Src port
Dst port
Data

Figure4: nanoUDPprotocolframe
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6.2 nanoTCP

nanoTCRs light-weightversionof real-TCRit providesconnectiororientedandre-
liable transportof datagramsThe protocolframeon nanoTCPcanbe seenin Figure
5.

0 3 7 15
Protocol Flags Length
Length cont. Src port
Dst port Sequence
Sequence cont Ack
Ack cont
Data

Figure5: nanoTCPprotocolframe

nanoTCPoffersthe samesetof featuresasreal-TCR exceptthefollowing features:

smallerportnumberspace

no pushfunctionality

x edwindow size,i.e. it doesno supportadaptve o w control
no checksum

roundtrip time-outcalculationcanbe donein animplementation-speci enan-
ner

7 Ad-hocrouting

This sectiondescribeshe plannedad-hocpaclet routing. This approactrequiresthat
Bluetoothdevicescansimultaneoushactasa masterin onepiconetandasa slave in
anothermiconet. Thiskind of behaior is calledscatternettingandby thetime of this
writing is not supportedby the SymbianOS deviceson the market. For moreon scat-
ternets,see[1]. Therouting systemis basedon the sameideathatIP routing: every
nodetakingpartin theroutingmaintainsaroutelist andanaddresdist for everyroute.
Unlike in IP routing, the addresdist may containevery destinatioraddresseachable
via thatroute;this is possibledueto the rathersmallnumberof hostsparticipatingin
the scatternetin the future asthe rangeof Bluetoothsignalgrows (andpossibleinte-
grationof ad-hocrouting over TCP/IR seesection7.4) it may be requiredto change
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the algorithmto prevent the destinationaddresdists of growing too large. The con-
structionof the scatternetequiresa netuned masterselectionalgorithmaseachof

theroutingtreenodescontainsthe completeaddresdist of all of thereachablenodes
in its subtrees.

7.1 Packet routing

Whena hostparticipatingin a scatternetecevesa paclet, it performsroutingfor the
paclet asfollows:

1. Checkswhetherit is thedestinationjf is, consumehe paclet

2. Checkswhetherthedestinations includedin the addresdists of ary of its chil-
dren;if is, sendghe paclet to thatchild

3. If connectedo a parentsendghepacletto theparent.lf not,dropsthe paclet.

Theprocesof sendinga pacletis thesame.

7.2 Joining a scattemet

Joining a scatterneis a ratherstrenuousperationasit involvesintroducinga nev
addreséist to thewholescatternetoutingtree. Whenahostwisheso join ascatternet,
thefollowing stepsneedto betaken:

1. Thepointof connectionn the scatternetmustbe decided.This meansselecting
a hostalreadytaking partin the scatterneto connectto. A selectionalgorithm
shouldbe usedto pick a hostwith aslarge destinationaddresdist aspossible;
a large addresdist depictsa positionnearthe root of the tree. Connectingto
a nodenearthe root of the tree makes the route shorter thus offering better
performancen the routing. This requiresestabilishingconnectiorto all of the
nodesin thereachandrequestinghe child list, which maybea slow operation.
If the connectionto a hostcannotbe estabilishedit alreadyhasthe maximum
numberof Bluetoothconnectionsn use),the hostis ignored. If a connection
is refusedto all of the in-rangedevicesin the scatternetthe connectionto the
scatterneitself is consideredo berefused.

2. Theconnectinghostcreatesa list of adressesontainingall of the addressem
thedestinatioraddresdists of its childrenandinsertsits own addresssthe rst
entryin thelist.

3. Theconnectinghostsendgshe createdaddresdist to the hostit connectdo; its
new parent.

4. Theparenthodecreatesa new routingtableentry assuminghe destinatiorad-
dresdist suppliedby the connectinchostto theroute.

5. Theparentnodethencontinuedo step2 in therole of the connectinghode;this
processs recursve andcontinuesuntil a parentlessiode(tree’s root) is met.



VUW’ lyl I ‘LI/ LUV VU VIULL LAV UITivicaced TAVWUINN\WJViIic

7.3 Parting from a scattemet

Parting from a scatternets a straightforvard task, althoughit is almostastime con-
sumingthanjoining one;a nodeparting(disconnectingjrom its parentdoesnot have
to do arything; its subnetremainsasit was. The parentnodewhosechild disconnects
deletesthe routeto the child andthe destinationaddresdist belongingto it. It then
informs its own parentaboutthe removal of a setof addressesThe parentthenre-
movesthelist of givenaddresseBom thatroute's destinatioraddresdist, andinforms
its own parentin the samefashion.This, again,is arecursve procesghatis repeated
until aparentlessode(treesroot) is met.

7.4 Ad-hocrouting over the Inter net

Networking over Bluetoothis — evenwith the scatternesupport- very limited asthe
devicesmustbein closerangewith oneother IrDA onthe otherhandis limited to a
single peerto-peerconnectionand GPRSis very slov. Thisis why it is desirableto
have analternatve way of communicatiorbetweerBluetoothpiconets.Oneapproach
is to have a Bluetooth- internet- Bluetoothbridge to connectthe piconets. This is
accomplishedy having stationscapableof both Bluetoothand internetconnecti-
ity. Examplesof suchstationsare PCsandspecialBluetoothaccesgoints, running
a programmableperatingsystemandhaving an ethernettonnection.Theideais to
write softwareto suchstationsto handleboth Bluetoothandinternetconnectionand
to interconnecthese. Two stationssharean internetconnectionand eachsharesa
Bluetoothconnectiornto a Bluetoothpeer The stationsmaintaina mappingbetween
the Bluetoothconnectionsndthe internetconnectionsNanolPor similar addressing
techniques appliedto the paclet exchangeby the endpeersto addresshe Bluetooth
network beyondthe otherstation.Thistraf c passeshroughthebridgestationgrans-
parently

8 Conclusionsand futur e work

Limitationsof closerangeinformationtransmissioriechnologiesuchasBluetoothor
IrDA male it impossibleto e xibly build acommunicationsystemwith anarbitrary
numberof peers. As thenumberconnectiongperhostis limited comparedo theinter
networld, sharingdatawith mary hostsat onceis impossible andmanualconnection
handlingis required.

This is what Cobainwasdesignedo addressto offer arobust, scalableplatform ca-
pableof constructingnetworks with unlimited numberof participantson-the- y and
to handlepaclettrafc routingbetweerthe hostsin thatnetwork transparenthyo the
userapplication.

While the scatternettingpperationsandpaclet routing requiresomeadditionalmem-
ory in theform of maintainingthe routelists, their functionalityis ef cient anddoes
nottake up muchCPUresources.

At its simplest,Cobainactsasa simpli ed communication®Pl; it savesthetrouble
of writing hundred®f linesof coderequiredto discorer thedevicesandtheir services,
handlethe connectiongndthelow-level sendingandreceving of the paclets.
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The basicfunctionality of Cobainhasbeencompletedandtested;the designandex-
perimentalimplementatiorfor the ad-hocrouting layer hasbeenestabilished When
the devices have the supportfor scatternetting the functionality may be testedand
improved.

Meanwhile thefocusof furtherdevelopmenwill beontheinternetbridge,asit would
be enormousassein a multiplayergamingervironment,for example.It remainsseen
whatkinds of otherdevelopmentinterestsCobainwill receve afterits releaseaunder
the GNU PublicLicence.
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